Smile you’re safe!
From video surveillance
to smart cameras
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Introduction
Today in France, an increasing number of public and
private spaces are equipped with video surveillance

In 2012

cameras in order to protect the population and to

Date of the latest census in France
by the CNIL

prevent possible crimes. Protective measures are

935 000

indeed necessary: In 2017, the police and gendarmerie

cameras in France, most of which are
used to monitor companies and stores.

recorded 70,774 burglaries of industrial, commercial or

70 000

financial premises and 222,900 assaults.

cameras in public places.

As more and more video surveillance cameras are being installed, these supposedly dissuasive
systems do not seem to eradicate the problem of crime and malicious acts.
Cameras could be a real asset for companies in charge of private spaces open to the public, but
today, their potential is largely under-exploited. Thanks to advances in artificial intelligence, and
in particular in visual recognition, it is now possible to exploit the full potential of these video
surveillance cameras.
Automatic detection applications improve the safety and security of citizens, but also the
operational processes of companies.

Don’t make the mistake again! The difference between security and safety

Security and safety both refer to means of prevention
and intervention against risks.

Security : the risks are accidental.
In other words, the origin is

Safety : the risks are voluntary

unintentional, as in the case of a

and/or malicious acts such as

natural disaster, an electrical fire

theft, assault or arson.

or a person who passes out.
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Video surveillance: an
effective device for
people’s safety?

1. Security in public and corporate spaces
As private or public actors, all organizations are victims of various malicious acts causing financial
damage, operational dysfunctions, and creating a feeling of insecurity.

Public actors
Public organizations are responsible for
ensuring the safety of citizens. Today,
the fight against terrorism and crime
are the priorities of public action.
A few figures:
From 2013 to 2018, there were 11
terrorist attacks in France killing
245 people and injuring 900.
30 travellers are robbed on
average every day across the
country (Sources)
Last year, the Paris public
transport network was the scene
of 56,887 thefts and assaults,
representing more than 150
incidents per day. **

Video surveillance or video protection ?
In France, the number of cameras was estimated
by the CNIL in 2012 at nearly one million, of
which nearly 100,000 were intended for video
protection.
Created in 2011 when Parliament adopted
the Orientation and Programming Act for the
Performance of Internal Security (known as
LOPPSI 2), the term “video protection” applies
to the video surveillance of places open to
the public in order to differentiate it from the
surveillance of private places which, in turn,
keeps the name of video surveillance.

Private actors
For private actors in all sectors, the
protection of users, infrastructures and
products is essential to ensure the proper
functioning of their activity. Whether in
the oil, construction or transport sectors,
theft or disruptions can have serious
consequences.
A few figures:
In France, acts of vandalism on
construction sites are globally
estimated by the FFB at a minimum
of 1% of the turnover of the
construction sector, i.e. more than
one billion euros.***
Since 1 January 2017, there have
been more than 70,000 burglaries
in France, 44% of them in business
premises.
Between 2013 and 2016, the number
of abandoned luggage at Paris
Charles-de-Gaulle airport soared by
77.8%.
In 2018, oil operators estimated
that between 30,000 and 70,000
barrels per day will be lost due to oil
theft on pipelines in the countries of
operation.

*source Council on Foreign Relations
** Source Le Figaro
*** Source FFB
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2. Video surveillance: how does it work?
Popular thinking about the management of video surveillance systems is that one or more security
guards are placed behind the screens they are constantly viewing. In reality, cameras are often
connected to a remote monitoring centre operated by a service provider.
1

Step 1: Triggering an alarm
Remote monitoring centres receive several thousands of incoming
alarms every day, triggered by detectors. Operators have a
maximum of 3 minutes between the arrival of the alarm and the
start of its processing.

2

Step 2 : Alarm checking
The operator must remove any doubts, i.e. confirm whether or not
there has been an violation, using the images captured by the
video surveillance camera.
3

Step 3 : Risk management
After having inspected the images, the operator can either dismiss
the alarm, call upon the authorities concerned (police, emergency
service, etc.) or send the images to customers so that they can
carry out the checks themselves with the personnel on site.

Legal point
The installation of a remote video surveillance system is subject to regulations that may be
restrictive depending on:
the nature of the place: the public road, private places open to the public, strictly private
places.
the status of the person operating the system: competent public authority, legal person
governed by private law, employer.
the purpose of deployment: protection of property and people, monitoring of transportation
flows, protection of public buildings.
In many cases, it is required to make a prior declaration of a video surveillance system to the CNIL.
To learn more about the regulations concerning your activity, visit the CNIL website.
The General Data Protection Regulation (GDPR), which came into force in May 2018, has a
significant impact on video surveillance due to the presence of people on the images. Companies
must comply with it or erase traces of personal data, for example, through anonymization.
More information in our article on the subject.
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3. TOP 3 Challenges of video surveillance
The potential of video surveillance systems to enhance security
is under-exploited

1

Some companies install video surveillance cameras only for deterrence and retrospective
consultation purposes. As such, they minimize the possibility of intervention or prevention
actions.

Alarm systems return inaccurate information and make remote monitoring very expensive
Detection alarm systems report a very high number of false positives which generate costs: processing time and/or unjustified calls to the police.
False positives increase the number of alarms triggered and overload remote monitoring centre operators who have to remove doubts.
A false alarm can have consequences on the smooth running of operations (intervention by law enforcement) and cause costly service interruptions for organizations.

2

A few figures

7400€

+ de 90%

Average price of
one camera per year

of remote video

including installation,

surveillance alarms

operation and
maintenance of the

triggered in France
are unjustified.

camera.

600 000
The approximate
number of
interventions per
year in France
related to an alarm.

450€
Maximum cost
of the financial
penalty for any
unjustified call to
the police by the
remote supervisor.

Source : Report by the Union of private security companies (“Union des entreprises de sécurité privée” - USP)
Tech octobre 2015 on remote video surveillance

Video surveillance systems do not detect all types of risks

3

Video surveillance is paired with an alarm system. Apart from intrusion and fire detectors,
there are practically no other alarm systems to detect other risks such as a person lying
on the floor or a masked person.

Did you know?
DVideo surveillance cameras augmented with an AI become “smart” and can
therefore respond to these challenges by becoming risk detectors themselves.
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Visual recognition: AI
for safety and security

1. Image and video recognition
Définition
Image recognition (and by extension, video recognition) is a part of artificial intelligence. It allows information to be
extracted from photographs and video streams by identifying objects, people or actions in an image or several images.

Image recognition: a powerful technology in 3 figures
95%
the detection rate of Melanoma (a
precursor sign of skin cancer) by AI,
surpassing human performance (89%
among 58 practitioners) in 2018.

16 millions de km
Distance travelled by Waymo
autonomous cars, notably powered
by video recognition.

97,75%
accuracy rate on the ImageNet
challenge classifying 1000 animal
categories on a data set containing
15,000 images in 2017.

How does it work?
Image recognition works by analyzing the pixels of an image, which means
that it interprets the information provided by an image in the same way as
the human eye. Like our brain, an artificial neural network learns to recognize
a concept (such as an object, a person or an action) on an image by viewing
many examples of images that contain the concept to be recognized.

Why now ?
1
The increase in computer computing power
in recent years has unlocked the possibilities
of video recognition
In order to train an algorithm to recognize an
action or to follow a person on a video, a very
large amount of computing power is required.
Advances in the field in recent years have made
it possible to accelerate the experimentation
and implementation of video recognition
technologies.

2
The latest advances in miniature hardware
development allow for large-scale
applications
Hardware manufacturers such as Intel or Nvidia
have developed computers as small as a credit
card, that are cheaper and less cumbersome,
and which allow cameras to be equipped with
processors that can analyze video streams
locally.

What about the video surveillance cameras in all this ?
Data is the fuel of artificial intelligence. CCTV cameras record millions of images and videos every day. It is therefore
natural that video surveillance is one of the first sources of case studies for image recognition applications.
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2. Visual recognition and the
surveillance cameras of tomorrow
Unlike conventional video surveillance systems where the camera is connected to a motion detector
or other alarm system, smart cameras can detect anomalies and automatically remove doubt.

How does it work in production ?

1

An abnormal situation is detected on the video stream.

2

An alert is reported in real time with the images.

Depending on the nature of the risk, an operator can remove any
doubts via the video stream or on site.
3

4

The performance of neural networks provides very high
accuracy in predictions. Depending on the nature of the
risk, it is possible to act immediately following an alert,
without having to remove any doubt.

Once the risk has been confirmed, an appropriate preventive or
intervention response is put in place (call the police, activation of
the fire system, etc.). Otherwise, depending on the danger, other
automatic actions can be configured, such as the implementation
of a voice message with a dissuasive purpose.
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What are the benefits of smart video surveillance cameras?
Smart cameras represent a great opportunity both to optimize existing
video surveillance systems and to enhance security through new
applications made possible by image recognition.

1

Be informed in real time of the potential presence of a risk and its
probability
Smart cameras detect in real time the presence of a risk on video streams. Each detected
abnormal situation is associated with a confidence score. This allows, for example, to:
Optimize the removal of doubts: Depending on the type of risk, alarms with a high
confidence score can be treated as a priority. It is possible to decide that a removal of
doubt will only be carried out below a certain confidence score.
Automate decision-making: Above a certain threshold, a call to the police can be made
automatically.

2

Detect all types of risks visible on the screen
Unlike conventional video surveillance systems, smart cameras do not need to be combined
with a complementary detection system to first detect an abnormal situation. As soon as the
risk is clearly identifiable on the screen, the AI can learn to recognize it in order to automate
its detection.

3

Significantly increase the performance of your security system
Image recognition provides increased performance with few false alarms and a majority of
detected cases:
A very small number of false positives
False alarms are typical of the security industry and it is essential to reduce human
intervention to ensure an effective video surveillance system.
A high detection rate
In the majority of tasks, once trained, AI can detect more than 90% of the situations
identified as being at risk.
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The 6 steps to build your intelligent video
surveillance application
Step 1 : Define the high-risk situations of your activity
Person in distress

Agression

Equipment damage
Infraction

Step 2 : Collect data from your video surveillance cameras
Quantity

Diversity

First performances can be achieved with
a few hundred images.

Consider capturing the person or action to be identified in
various contexts (day/night, rain/good weather).

Step 3 : Build a strong dataset
In order for your AI to learn to recognize your concepts (objects, people, actions), you must tell it what
is present and what is not. To do this, each time the concept appears in the video, it must be annotated,
i.e., mark the time when it is present and delimit its location area in the video stream.

Step 4 : Train your model
With deep learning, you teach a computer to recognize your concept(s).

How does it work ?
Deep learning mimics the functioning of a human brain: neural networks learn automatically
from the database provided.

Step 5 : Measure your performance
Evaluate the performance of your algorithms according to your professional needs. For example:
How many false alarms have been reported?
How many infractions were not correctly detected?

Step 6 : Deploy your model
Deploy according to your environmental constraints: whether your cameras are on a bus or in a stadium, there are
suitable deployment methods.
#1 Cloud

+
- no investment
- hardware
- flexibility

#2 Locally

- expensive if high
number of cameras
- internet connection
required
- low analysis speed

+
- high performance
and analysis speed
- good data
confidentiality
- cost control

#3 Embedded

- hardware
investment: size and
cost
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-

- Works in outdoor or
mobile environments,
without internet
connection or with
limited connection

12

- More limited
processing power

3

Smart video
surveillance at the
service of companies

1. A solution to corporate safety
and security issues
In everyday life or at work, smart video surveillance cameras can be used to alert you of an abnormal
situation. Companies equipped with these systems can protect users, employees, customers and citizens, as
well as their infrastructure and equipment.

Prevention

Malicious act

Detected event
Masked person

All organizations with a video surveillance
system

Camera occlusion

All organizations with a video surveillance
system

Intrusion: person present in a prohibited
area at specific times

Storage areas, shops, shopping centres,
metro stations, stadiums, cinemas,
supermarkets, etc.

Theft: intrusion or equipment tampering

Construction sites, factories, warehouses
and reserves, shops, shopping centres, car
parks, cinemas, supermarkets, etc.

Assault: abnormal grouping of people

Shopping centres, stadiums, supermarkets,
metro stations, streets or any other public
place

Abandoned luggage

Airports, train and metro stations,
stadiums, shopping centres, etc.

Weapons

Airports, train and metro stations,
stadiums, concert halls, places of
celebration, etc.

Personal protective equipment

Worksites, production plants, technical
intervention sites

Factory or site machine: detection of a
dangerous proximity between a machine
and a person

Worksites, production plants, technical
intervention sites

Work at a height

Worksites

Falling of a person

All public places, metro or train station
platforms

Person lying on the ground

All public places, car parks, stations,
shopping centres

Distress signals: person waving their arms

All public places

People on the tracks

Public transport operators

Smoke: voluntary or involuntary departure
of fire

All public places

Objects obstructing the passageways

All public places

Terrorism

Occupational
accident

People assistance

Technical accidents

For whom and where ?
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2. A source of value for the creation
of related business applications
Thanks to visual recognition, video surveillance cameras can also be used for business applications and
provide a better understanding of the activity of companies’ operating sites.

Concept detected

Organisation

Application

Public transport operator

Counting people on platforms and
trains to optimize flow management

Construction firms

Monitoring the dynamism of a
construction site and statistics on
non-value-added actions

Shops and restaurants

Information on attendance,
population density

Sales locations

Information on queues for human
resources management

Parking lot

Counting the number of free
parking spaces

Road Infrastructure Manager

Traffic estimation

Public Road Manager

Detection of placement on
prohibited parking

Vehicle axle

Road infrastructure management

Determination of the class of a
vehicle for automatic invoicing

Waste and object obstructing the
passage

Public places and roads

Optimization of the organization of
maintenance services

Incivility (person driving on
the pavement), infrastructure
degradation

Public roads

Statistics on delinquency

Gender and age group of people

All public places

Persona statistics

Person

Vehicle
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Business Case

Indigo context
Created in 1964, the Indigo group is a French company offering
parking services and specialized car parks.
Present in 14 countries around the world, Indigo manages
more than 5,600 car parks, providing approximately 2.3 million
parking spaces.
And in France? Indigo has 650 car parks, all equipped with 20
to 30 cameras.

Industry Challenge

Indigo Goal

Enhancing car park security and redefining the mobility

Automatic detection of malicious acts and distress

market through artificial intelligence.

signals in car parks.

Solution

Results

Deepomatic has developed a video
recognition system to understand and
analyze camera images:
Detection of frauds and threats:
violent behaviour, masked person,
possible presence of weapons and
attempted thefts or break-ins
Detection of camera occlusions
Detection
vehicles

of

pedestrians

+

Improved levels of monitoring and
assistance.

+

Strengthening the reliability of
results with more efficient and
accurate solutions.

+

Increased productivity with faster
and
more
productive
action
possibilities.

+

Improved user experience and sense
of security in parking lots.

and

Detection of emergency situations:
person waving arms

How does it work ?
1

2

The algorithms developed are directly deployed
locally, within Indigo’s infrastructure, in order to
control the costs associated with video processing
When a video surveillance camera detects an
abnormal situation, the system sends a real-time
alarm to the “Connect Park” control room.

3

4

Operators can decide to remove any doubts
themselves via the video stream, or to alert an
Indigo employee on site.
Depending on the risks involved, the necessary
measures can be taken immediately, such as sending
a priority support team to the operating site.
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ACT WITH
DEEPOMATIC

About Deepomatic
Deepomatic provides an end-to-end deep learning platform that enables
companies to build and operate image and video recognition applications at
industrial scale. Data scientists and business executives use Deepomatic
Studio® to design custom video recognition systems and Deepomatic Run®
to operate image recognition applications in production.

Talk about your project
with our Sales Director

Cécile Papin
Contact us

We help enterprises increase the efficiency of operational processes (anomaly detection, behavior
monitoring, self checkout) and solve specific business challenges across targeted industries (infrastructure,
facility management, retail, catering, oil and gas)...
The applications developed by our clients are among the most advanced use cases in the world.
The Compass group operates corporate restaurants. By simply taking one picture of each meal tray,
Compass has developed a fluid cash register system that benefits 5000 people every day (this is a world
first). The Abertis group develops tolls where vehicles are charged without going through any gates and
without using anything other than cameras.

End-to-end
solution

Open
the black box

Production-ready
in 3 months

Edge
deployment

From design to large-scale
production, our products
and partners support
businesses every step of
the way, whether it is
annotating data, training
AIs, or installing and
maintaining AI-specific
hardware.

All of the applications
developed, in particular
datasets and algorithms,
belong entirely to the
client.

Our easy-to-use software
allows operationals as
well as data scientists to
quickly create best-inclass, production-ready
AI applications.
Businesses can expect a
ROI in less than 3 months
by deploying an AI on an
industrial scale.

We help entreprises
deploy and monitor AIready edge devices at
scale to comply with
hardware and security
hardware constraints.

They trust us

"Deepomatic has allowed us to make the checkout
process easier by considerably reducing processing
time. Deepomatic's platform allows us to
industrialize the deployment, but also the day-today evolution and life cycle of algorithms and their
learning sets."

Benoit Keirle

Compass Smart Checkout Project Manager

“We are building a customised visual recognition
system that makes it possible to detect a danger
very quickly and minimize it. The Deepomatic
solution adapts to our business and integrates into
the existing video surveillance system. Our
cameras are not only used to monitor but also to
keep informed, the challenge being to detect the
right information at the right time to act in the
most effective way possible."

Albert Feuga

©2019 deepomatic | www.deepomatic.com | contact@deepomatic.com | @deepomatic

Director of Support Operations at Indigo

19

